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1.0

2.0

GENERAL

Purpose and Objective

This Service Level Agreement {SLA) has been jointly created by
Department of Management and Budget {(DMB) and the Department of
Information Technelogy {DIT) to detail the conditicns and expectations of

our two organizations regarding the delivery of information technology
Services.

We believe this SLA will help us express our expectations of each other,
manage our respective workioads, communicate more effectively and
quickly resolve any service problems that may arise. This document can
be viewed as a building block that will contribute to a long-term
relationship.  Accordingly, no changes will be made to this document
without the agreement of both organizations. This document will remain in

effect until explicitly replaced or terminated. This agreement will be
reviewed by DMB and DIT annually.

Scope

DIT will provide the following services at ali DMB locations.

« T Security Services

+ [T Consulting Services

= |T Procurement Services

« |T Contract Managoment

» |T Strategic Planning Services

s |IT Project Management Services

« IT Continuity of Business Services

« [T Life Cycle Management Services

+ Server and Application Hosting Services

s Deskiop Services

» Helpdesk Services

« VYoice, Data, and Video Communication Services
» Application Developrment, Integration, and Maintenance

The following services are not provided by DIT and therefore are not part
of this agreement: Consclidated Print Center {CPC). The CPC functions,
staff and servers have not been transferred from DMB to DIT.
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Roles and Responsibilities

DIT shall:

[ ]

Serve as the technology manager tc DMB.
Lead DMB IT strateqgic planning activity.
Cefine technoclogy direction within DMB program areas.

Be responsible for providing resources and skills to deliver services
identified in the SLA.

Communicate the methodology for pricing and the process for
collecting fees and paymenis.

Organize, facilitate and attend meetings in order to meet service
ohjectives and business demands.

Commit to teamwork and conflict resolution.

Ensure the needs and concerns of DIT and the Agency are
represented.

Communicate with and sesk DMB input for IT decisicns that would
impact DME,

DIT will develop metrics in consuitation with DMB.

DMB shall:

Assign an individual as the Department SLA Manager.
Commit to teamwaork and ceonflict resolution.

Communicate ali issues and problems to DIT fellowing the problem
management and escalation procedures ouilined in this document.

Communicate with DIT te ensure that DIT is adeqguately informed
about OMB needs, requirements and business directions. The
Agency must communicate with DIT immediately if there are
changes in program direction. New initiatives must  be
communicated to DIT so that adequate preparation and

procurement time i1s available to implement new or enhanced
Senvices.

DMB Ownership of DMB Data

DMB Data is and will remain the property of the DMB. The DIT in
delivering information technology services is acting as the custedian of



DMB data. The data owner, i.e., DMB is responsible for communicating
data reguirements to the DIT, e.g., access rights, criticality, etc. The DIT
will establish and maintain environmental, safety and facility procedures,
data security procedures and other safeguards against the destruction,
loss, or alteration of DMB Data in the possession of the TIT which are no
less rigorous than those maintained by the DIT for its own information of a
similar nature.

Responsibility for Application and General Gontrols

Application Controls apply to individual computer application systems and
may include such controls as data origin, input controls, processing
controls, output controls, application access controls, application
interfaces, audit trail controls, and application documentation.  Application
Controls consist of mechanisms in place over each zeparate application
{computer system) that helps to ensure authorized data is processed
completely, accurately, and reliably. DMB is and wili remain responsible
for ensuring application contrels are in place and functioning properly
within their organization.

General controls provide the business and IT functions with a set of
encompassing controls that are shared by several agencies/departments
ar information system functional units, or support underlying iunctions that
ocne or more applications rely on. General controls commonly include
controls over data center operations, system software {not application
software), acquisition and maintenance, physical secunty, OS5 {Operating
System) level security, application systems develepment maintenance,
and overall IT Department administration. These controls apply to all
systems, e.g., mainframe, minicomputer, and end-user computing
environments. DIT is and will remain responsible for general controls.

Security

DME and DMB personnel are responsible for complying with DIT IT
security pclicies.
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Contact Information

The Information Qfficer will be the primary representative from DIT
managing and ensuring service delivery as identified in the SLA.

(.. Douglass Couto, 241-2888, coutod @michigan.gov

Rose Wilson has been identified as the Department's SLA Manager and
will be the primary representative tor DMB

DIT Client Service Center:

(517} 241-9700 / {800) 968-2644 or email: ditservice @ michigan.gov

The DIT Customer Service Center is available 7:00 am — 7:30 pm Monday
through Friday. This Customer Service Center is the first point of contact
for reporting DMB problems and service requests.

SLA Problem Management and Escalation

Il is anticipated that the services provided by DIT will be acceptable 10 the
Department.  In the event that the Department is dissatistied with the
services provided, the Department SLA manager should contact the DIT
1. The 1O will resolve the issue to the Deparment’'s satisfaction. If a
mutual resolution cannct be reached within 30 days, the issue will be
elevated to the Director of the Department of Information Technology.
Final resolution will be the responsibility of the DIT and DMB directors.

SLA Document Change Process

Changes to this agreement may be negotiated based on changing
business or service needs or significant variances from service
commitments. Heguests can be submitted to the 1O or the Department's
SLA Manager, and they will negotiate the changes. The changes must be
agreed to by the Directors, or their designees, of both organizations.

Maintenance and Distribution of the Agreement
The 10 is responsible for maintaining this Agreement and ensuring that

changes have been incorporated when appropriate prior to distributions of
new versions.

Distribution of copies within the DMB crganization is the responsibility of
the Department SLA Manager.
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Billing and Invoicing

DiT services charges will be based on actual costs, which are deemed
fully allowable and appropriately assigned or allocated to respective DIT
services as required by OMB Circular A-87. DIT is in a transition period
and the ultimate direction is to move to a fully-rated cost recovery model.

Noted below are cost treatments and charge-back methodologies for DIT
SenvIices,

Invoices must be paid within 30 days of receipt. |f an item is disputed the
remaining invoice amount must be paid in full within 30 days of receipt.
DMB SLA Manager must notify Corey Sparks of disputed items in writing
within 10 days of receipt of invoice.

DIT Cost & Cost Becovery Treatmenis

Direct Charges: The DMB will be charged for costs directly associated
with the delivery of IT services. Examples include: direct agency assigned
staff and agency specific IT procurement. In some instances there are
staff who are working for mulliple agencies in a non-rated service.
Program managers will provide work distributions based on time reporting
data for staff in these roles. Siaffing costs will be charged to the DMB
based on distribution percentages. DIT will continue to maintain timeg
statistics, Time statistics will be distributed to each Agency on a monthly
basis, or as agreed upon by the Agency and DIT. DMB will be provided
activity level documentation for application support staff invoiced amounts.

Program Administration {PA). Program Administration {which includes
divisional, sectional and team adminisiration) expenditures are costs
incurred by program management in the delivery of IT services. An
example of such cost is the Director of Agency Services. Costs incurred
by the Director of Agency Services will be allocated to the DMB as a
function of Agency Services' direct salaries charged by Agency. PA will

be allocated to the first-line staff through step-down allocations based on
salary dollars.

Rated Services: The DMB will continue to be charged for rated services
such as Telecommunication data and voice networks, Dala Center
Services, Project Management and Center for Geographic Information
Services, etc. Rated services are charged based con usage for the specific
service per pubiished rate schedules.



Desktop Services: Deskiop Services costs will ultimately be recovered
through a rated structure. Initially, however, deskiop costs will be
allocated to the DMB based on relative percentage of desktops.

Desktop Services x Agency Desktop Count = Agency Charge
Total Costs Total Desktop Count

The FY04 annual rate per desktop is $639.00.

Where required, requirements reported to the DIT Client Service Center
and tracked in the REMEDY systems may be used to aid the DIT in further
distribution of desktop costs. (Note: Specific desktop purchases will be
charged directly to the DMBE and not allocated.)

For billing purposes, DMB and DIT will agree on an inventory number.
DIT will maintain an accurate desktop inventory of DMB computers. At the
time of signing this SLA, DMB and DIT are working to determine a
mutually agreeable inventory count:

Distributed Processing {(DP): Disiributed Processing services (local
networks, servers, email, mainframe operations productions suppeart, sic))
will be charged to the DMB based on direct assignment of staff. DP
program administration will be allocated to first-ling workers via step-down
function based on salary doilars.

Enterprise Portal Costs: Enterprise Portal costs will be allocated o the
DMB based on a weighted-average of content pages and page views for
Internet costs.

Rent: DIT recognizes that there may be instances during transition where
DIT siaft that are servicing multiple agencies may be housed with an area
that heretcfore had been dedicated to a single agency. DIT will
recommend a methed for equitable allocation and “trus-up” of these costs
for treatment beginning with the FY04 billing cycle.

Annual Reconciliation: DIT will conduct an annual reconciliation of
charges, or “true-up.” This will involve a comparison of billed charges to
the actual costs of providing those services. DIT may elect to refund any
difference o customers through a final adjustment to billings. However, if
differences are within reasonable levels, they may be carried forward as

adjustments to future year's charges or rates as provided in OMB Circular
A-87.

Meetings: DIT financiai staff, in coordination with the DMB’s Information
Officer, will meet on a regular basis with DMB staff to review DIT invoices
{invoices typically presented on a monthly basis) and identify and resclve
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any biling adjustments, omissions and related issues that may be
identified.

Spending Plan: DIT financial staff will prepare and distribute a spending
plan each month that annualizes expenditures, year-to-date, against the
Agency Inter Departmental Grant. DIT financial staff, in coordination with
the DMB's 10O, will meet on a regular basis with DMB staff to review the
spending plan, identify funding shortages, and jpintly prepare an action
plan to spand within available resources.

Audit Clause

As pan of this SLA, the DMB and DIT agree to this audit clause which
provides that financial records, doecuments, data, accounting procedures
and practices, programs, projects, information systems, or any other items
of the service provided, deemed relevant to the SLA by DMB and DIT, are
subject to examination by the appropriate DMB and DIT representatives.
The BDMB and DIT will, and will cause its subcontractors and suppliers o,
provide to the DMB and DIT {and internal and external auditors,
inspectors, regulators and other representatives that the DMB and DIT
may designate from time to time) access at reasonakble hours to the DMB
and DIT personnel, to the facilities at or from which services are then
being provided and to the DMB and DIT records and other pertinent
information, all to the extent relevant to the services and DMB DIT's
abligation. Such access will be provided for the purpose of performing
audits and inspections. The DME and CIT will provide any reasonable
assistance requested by either party or their designee in conducting any
such audit, including installing and operaling audit software.

Following an audt, the CMB and CIT will conduct an exit conference with
DMB and DiT representatives. The DMB and DIT will meet to review each
audit report promptly after the issuance therecf and the DMB and DIT will
respond to each audit report in writing within thirty {30) days from receipt
of such report, unless a shorter response time is specified in such report.
The DMB and DIT will develop and agree upon an action plan to promptly
address and resoclve any deficiencigs, concerns, and/or recormmendations
in such audit report and the DMB and DIT will undertake remedial action in
accordance with such action plan and the dates specified therein.

Service Reviews

Quarterly {or as needed) reviews will be congucted with the Department’s
SLA Manager to assess service effectiveness, address service problems,
and evaluate service delivery in light of business needs and available

resources. Particular attention will be paid to notable deviations from
commitments.
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As a basis for the review, the 1G and Department SLA Manager will
collabeorate in collecting, analyzing and reporting service data asscciated
with the SLA. A report describing project statuses, issues addressed,
decisions made and actions taken will be published within five (5) days of
the review meeting.

This review will also include advice from BIT on technology cptions that
have become available that could improve the overall leve! of service. This

review will also serve as an opporunity to identify improvements in
performance.

AGENCY SUPPORT SERVICES

Mew Systems Development

New systern development is work that leads to the creation of new
systems/applications. Application development requests will be submitted

through the process developed by the DMB and the 1Q. Agency
responsibilities will minimally include:

Development of the Project Feasibility document, which shall describe the
general business problem being solved. This document must include
Agency authorized signatures and funding source. Prior to proceeding
with the project, the Agency shall be responsible for developing the project
charter, with assistance from DIT. This document must identify:

by

= Project scope,
# DIT and Agency Holes and responsibilities.
» Project management and project ownership.

Where DMB funds exist for current and new systems development

projects and current maintenance efforts, DIT shall provide staffing for
those projects.

Application Maintenance and Support

Enhancement and maintenance requests will be submitted through the

process developed by the DMB and the 10. Application maintenance and
support includes the following:

Enhancement sub-divided as follows:

= Maior Enhancement: involves significant new requirements, but
does not alter the overall makeup of an existing solution. This may
entail adding, changing or deleting functions far the existing
solution. Major enhancements will usually cause an impact to the
business, arganization ar architecture and may require significant




cost, effort, and time to complete. Examples may include migration

to a new application platform, adding new interfaces, or re-
designing a database.

» Minor Enhancements: involves adding new requirements against
an existing solution, but have minimal impact on the business,
organization, or architecture. Examples may include updates to
data tables, updating a field on an HTML view, or updating a
module that was originally changed via an emergency fix.

Maintenance sub-divided as follows:

» Corrective Maintenance: includes work that is initially spawned by
a problem incident report and is generally referred to as a “fix.”
Involves changes made to application code in support of new or
changed system software. Cost and effort are relatively low. This
work may be initiated to provide a complete fix after an emergency
fix was performed.

+« Emergency Fix: defined as the occurrence of a problem that must
be addrassed immediately, such as the disruption of a system or

application.

tirgent — life and death situations.

High — public impact, significantly impacts a large
nurmber of users, or inabiiity to meet deadlines
for statutory payments.

Medium—  all other situations that have impact on users.

= Preventive Maintenance: involves work that is initiated in order to
avert foreseeable problems, improve perfermance, quality,
reliability, efficiency, usability, or maintainability of an installed
solution. An example may be performance tuning.

OIT will be responsible for on-geing system maintenance, unless
ctherwise outsourced to a vendor, for the duration of this agreement. DIT
will make a goed faith effort to assign individuais familiar with DMB
applications. DIT will adequately staff and retain people with the skills
needed to support DMB. Should system maintenance obligations impact
the delivery of new systems, or resources not available within the existing
staffing structure, the Agency will be responsible for pricritizing
maintenance efforts, unless DMS funds exist for those obligations.
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Support: Work related to the production application such as designated
client staff assistance, routine tasks or monitoring of the production
application. Examples include on-call support, overtime, adds or changes
to designated user access, production scheduling, and responding to
designated client staff questions or emails.

CRITICAL APPLICATIONS

The following applications are considered critical to the agency, and
detailed service level agreemenis are included in their respective
appendix:

Retirement Services «
{Consolidated Print Center
Archibus

Fleet Management System (M4) «~

m o o

(Others as agreed to meet the needs of DMB

DISTRIBUTED PROCESSING OPERATIONS

Overview

The Distributed Processing Operations (DPO)Y Division within the DIT is
responsible for the planning, design, engineering and operations of all
local area networks for the State of Michigan. DPO aiso offers server and
applicaiicn hosting services, e-mail service, file and print services,
operating system support, mainienance support, job scheduling,
operations and data entry setrvices, software and hardware technology
refreshment services in a variety of different facilities in a distributed
environment. DPO services are typically provided on a 5 X 12 basis;

however, the Agency has the option to extend coverage via an on-call
sarvice.

DPO Services

DPO provides the following types of services to Agencies:

Facilities Management Neatwork Management

Server Procurement Job Scheduling/Execution

Server Software Installation Maintenance Agreemaents (SW & HWW)
AssetiConfiguration Management | Server / HW Capacity Plarning |
Server Installation/Setup Service Request Managernen!

Server Backup/Decovery Software Problem Management/Patch




L Process

Server Documentation Print Services
Server Security Operalions

L _ Medrics/Utilization Reporting
User Profile Management Application Server Support
Performance Tuning Sarver Soflware Distribution
Server Monitoring and Corrective | Change Control
Action
Performance Tuning Software Version Control
Server Monitoring and Coirective
Action

DPO Monthly Costs

DPQ charges are costs directly associated with the delivery of the
services listed above. These charges include three types of costs: Payroll,
Frogram Administration, and Support Costs.

+« Payroll consists of actual payroll charges for the pay pericds
ending during the invaice month. DPO staff is charged {o an agency
as dedicated to the agency, allocated to the agency, or based on a
time distribution.

» Dedicated: Costs of DPO employees working full-time for a single
agency.

« Allocated: Costs of superviscrs and managers are allocated
based on salary costs of employees in their reporting organization.

= Time Distribution: Some DPO employses provide services to
multiple agencies. For these employees, their costs are distributed
as a percentage or time worked for each agency.

+ Program Administration (PA) expenditures are costs incurred by
program management in the delivery of DPO services. An example
of such cost is the Director of Distributed Processing Operations.
Costs incurred by the Director of Distributed Processing Operations
are allocated to agencies as a function of Agency Services' direct
salaries.

» Support costs are expenditures such as travel, telephones, pagers,
copier rental, office supplies, and other CS5&M related to the staff
in the DPO organization.
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IT PROCUREMENT

Overview

Contract & Procurement Services provides agency-specific and
enterprise-wide procurement and contract management services for IT
commodities and services. MAIN processing activities, vendor interaction,
and State approval/reporting requirements are handled by DIT Contract &
Procurement Services.

Contract Management Services

DIT Contract Management Services is responsible for processing all IT
related contractual service requests, and ensures that the services
provided meet contract specifications. In serving these |T needs, DIT
Contract Management Services include the following:

» Assist Agency in developing, renewing, and re-bundling IT
contracts.

+  Work with Agency and project managers in identifying IT needs and
developing statements of work.

» (oordinate with DMB tc determine most appropriate contract
vehicle to obtain services.

= Develop contract language for Reguest for Propesal, Invitation to
Bid, and Sole Source contracts.

= Work with Agency procurement and personnel staff to obtain
Department of Civil Service approval, via CS-138, if needed.

= Participate in pre-bid meetings, oral presentations, and joint
evaluation committee process and vendor selection.

= Heview contractors detailled work plan to ensure it will result in
meeating the objectives and tasks stated in the contract.

*+ Act as liaison belween Agency and Contracter in order to mutual

undersianding of the respective roles and responsibilities of the
contractor and the Agency.

» Prepare contract portfolio and stalus reports to share with
management staff regarding coniract management and activity.
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« Monitor contracts with  existing wvendors and  make
recommendations on extensions and renewals using uniform
analysis.

+ Manage contract change requests.

« Monitor financial data for each contract o ensure that contract is on
budget.

« Monitor all contract activity to ensure compliance with contractual
obligations and DIT strategic direction.

» leverage resources and create cost savings by establishing
contracts using a best-practice, best-price, and best-value mindset.

» Promote proactive management of the T contract portfclio through
valued parinership and foster an enterprise-wide perspective.

+ Coordinate funding approvals.

+ Adhere to Executive Directives/Exccutive Crders, DIT and Agency-
specific requirements in processing |7 contractual service requests.

» Process approved agency contractual service requests in a timely
and efficient manner.

Procurement Services

DIT Procurement Services covers the purchase of all non-delegated 1T
commadities and services for State agencies.

The DIT Procurement Services Section pedorms all MAIN-related
functions for IT procurements. These include requisitions, purchase
orders, change orders, receivers, and cancellations. DIT Procurement
Services wili issue Agency-specific procurement requisitions in a2
designated MAIN ADPICS department number and route those
documents for view and approval by the Agency, based on approval path
information provided by the Agency. DIT Procurement Services will notify
end users of request status throughout the procurement.

In serving the IT procurement needs of the Agency, DIT Procurement
Services will:

+ Adhere to Agency-specified approval requirements for [T
nurchases;



Provide a variety of metheds for Agencies to request the purchase
of desktop commodities, including telephone requests, e-mail, fax,
ID-mail requests;

Process approved Agency procurement requests through
appropriate DIT approvers in a timely and efficient manner;

Check published on-hand stock status for items that can be
redeployed free of charge befare procuring new items using
Agency funds;

Procure commeadities that meet published enterprise standards;

Use a variety of procurement methoads, including the MAIN system
and procurement cards, to purchase iterns at the most faverable
cost and valug;

Motify the Agency of procurement request status;

If requested, use Agency-specific coding in selected fields of MAIN

coding blocks to assist the Agency in reconciling its monthly
invoice:

Establish and maintain a MAIN ADPICS department approval path

to route Agency-specific purchases for approval and viewing by
Agency staff;

Work with the Depot to perform the receiving function for
commodity purchases;

Adhere to State Execubive Directives and instructional memoranda

regarding the approval, processing, and reporting of IT
commodities;

Expedite orders as quickly as administratively possible for urgent
Agency requests;

Coordinate procurement efforts with those of DIT Infrastructure
Services, Agency Services, and Administrative Services io
streamline receipt, delivery, and billing for commaodities;

Provide procurernent contact names and instructicnal media to
Agency staff regarding DIT procurement methods. [If requested,
meet with and train Agency staff on DIT procurement processes;



Work cooperatively with DIT Infrastruciure Services to maintain
warranty and maintenance agreements for software and hardware
serving the Agency;

Strive to lower Agency costs for licensing and maintenance
purchases by combining procurements for volume discounts;

Process assigned invoices in a timely manner and work proactively
with DMB Accounts Payable staff to ensure timely, accurate
payment of vendor invoices.

The Agency will be responsible to:

Enter Account Ceode (AC3) information intc requisitions in the

approval path, if the Agency chooses to request AC3 coding for its
IT purchases;

For IT desktop commodity purchases, supply infermatien identifying
the end user's name, phone number, and physical location to assist
in notification, delivery, installation, and inventory tracking;

Provide Agency-specific ADPICS department number and level
number for inclusion in the DIT approval path;

Provide DIT Procurement wilh current information on Agency-
designated signatories and approvers tor DIT-0015 {(Procursment

Hequest) documents and Client Service Center Procuremant
requests;

Indicate whethar funding for each procurement request is included
in the 1IDG;

Comply with the requirements of the End User Computing freeze
on desktop commodities by prowviding a business case for any
deskiop commoedity request that includes some porticn of general
fund monies.

Charges to the Agency for Procurement Staff will be based on the
percentage of transactions processed for the Agency by its designated
procurement liaiscn(s) and related percentage of the supervisor and
overhead costs. Hemedy statistics may be used to calculate number of
transactions processed for the Agency.



F. SECURITY SERVICES

1.0 Security Services Overview

Security Services cover the development, maintenance, implementation, and
enforcement of security-related policies and procedures for State Government IT

rmesources.

it also includes incident management, monitoring, and interacticn with non-State
of Michigan security entities to insure that the State's IT infrastructure is safe
from entities cutside State Government as well as within State Government.

2.0 Scope

Development of security-related policy and procedures.

Coordination, implementation, and enforcement of all related
security policies.

Monitoring of security processes.

30 Security Services

Security Awareness and Assessment

Essential Base Services:

Development of Security Guidelines and Standards

1.

Development of guidelines and standards to meet state and federal
security obligations and needs.

Coordination of DIT Security agreement processes with agencies.
Provide security-related tools, such as training material, etc.

Research new security technologies and make recommendations
for new processes.

Premium Services:

1.

2.

Coordination of Security with agencies, including awareness
promotion: Work with agencies to promole security awarenass.

Entemprise Risk Assessment: Conduct enterprise-wide Rapid Risk
Assessment.



3. Assessment & Management of Application Risk:

a. Assessment of application risk: Assist agencies in evaluating
degree of security-related risk.

b. Development of mitigation plans: Provide assistance to
customers toward development of mitigation plans to address
identified risks.

Passive Monitoring of IT Security Environment

Essential Base Services:

Monitoring of State Firewalls

1. Provide oversight responsibility for the security of the State's
infrastructurs.

2. Provide final approval cn firewall rule changes in accordance with
Slate Standards and guidelines.

Provide Security Alert Services

1. Monitor, evaluate and publish industry security events and
vulnerabilities to Agencies.

2. Provide network intrusion detection.

3. Monitor security breaches and provide information to agencies as
warranted.

Hardware Security Scanning Services

1. Coordinate scanning of systems within SOM for possible
vulnerabilities.

2. Provide recommendations to resolve known vulnerabilities.

Virus Protection

1. Coordination of virus protection, detection and suppression at the
PC, server and network level.



General Security Monitoring

1.

Provide reports to agencies on secunty violations as well as policy
infractions.

Provide IDS services on DIT supported platforms.

Coordinating application of federal security programs, such as
Homeland Security {focused on “all threats” approach).

Active Monitaring of IT Security Environment

Essential Base Services:

FPerform IT Risk Assessment Services

1.

3.

Ferdorm risk assessment of DIT infrastructure facilities in
accordance with State policy and standards.

Perform on-demand risk assessment service, as needed within DIT
for new or changing infrastructure facilities.

Document risk assessments for management review and response.

Audits of Access Privileges

1.

Audit access codes and usage cn platforms within DIT based on
Security policies and standards.

Provide information tor coordination with customers on cusiomer
access rights and privileges.

Assist  customers with agency audits relatng to IT
platforms/applications. This assistance may involve IRS audits,
Auditor General Audils, elc.

Premium Services:

1.

Ethical Hacking - Conduct ethical hacking against DIT platiorm
resources to assist in determining level of risk for intrusion, firewall
protection and make recommendations on remediation sirategies.

User Monitering - On-demand monitoring of users. in specific
circumstances, it may be necessary to monitor specific users to
address suspected illicit or fraudulent use of IT rescurces.

k2
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Health Insurance Peoriahbility and Accountability Act (HIPAA) -

Ensure compliance with HIPAA regulations.

Security Accreditation of Computer Systems - Facilitate security

accreditation and certification of computer systems.

Formal Security Training / Awareness.

Homeland Security Incident Coordination Issues/Response.

Coordination of Physical Security for DIT Facilities

Essential Base Service:

1.

Provide oversight responsibility for the security of the State’s
physical IT infrastructure.

Disaster Recovery Services Overview

The Disaster Aecovery and Emergency Management Services addresses
DIT's responsibility regarding planning, developing and executing disaster
recovery capabilities.

These services also address offering assistance to the agency toward
development of their business resurmnplion plan responsibility.
leverage its disaster recovery planning experlisc to provide assistance to its
plans and processes. While both the development and execution of business
resumption is clearly an agency responsibility, DIT will assist customers in

dealing with this responsibility.

Scope

Assist in the creation of disaster recovery plans and processes and

creation and maintenance of a disaster recovery hardware
environment.

Bring hardware and systems back enline in the event of a disaster
for critical application infrastruciure.

Assist toward development of business resumption plans and
processes.

DIT can
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Disaster Recovery Services

Development and Maintenance of Disaster Recovery Plan

Essential Base Service:

Maintenance of Hsaster Hecovery FPlan - For critical business and DIT
Processes:

1. Maintenance of existing disaster recovery plans.
2. Distribution of the disaster recovery plan.

Premium Service:

Development of disaster recovery plans — for critical business and DIT
processes, creation of a disaster recovery plan covering:

1. Development of disaster recovery plan specific to each
platform/{process.

2. Distribution of the disaster recovery plan.

Testing of Disaster Recovery Plan

Essentia! Base Service:

Testing of Disaster Hecovery Plan - Coordination of testing process with
DIT infrastructure support and customer as required. This includes:

1. Testing of applications, hetwork availability and output.

2. Ensunng that adequate Disaster Recovery testing is accomplished
to meet customers’ business reguirements.

Premium Services:

1. “Table-Tep” Testing - Panel review of Disaster Recovery Plan to
varify plan validity {content, informaiion, sequence, stc.).

2. Simulation Testing - Full-blown simulation of Disaster Recovery
Plan execution to verify validity, completeness and effectiveness.

Execution of Disaster Recovery Plan

Essential Base Service: None.

Premium Services:



1.

Declaration of an EMERGENCY - Based on customer need and

circumstance, DIT is responsible for the declaration of an
emergency.

a. Provides ‘over and above’ normal business response for the
specific systems or applications for which the emergency has
been declared.

b. Escalation to 7 X 24 coverage from on-call individuals.

Declaration of a DISASTER - Based on customer need and

circumstance, DIT is responsible for the declaration of a disaster as
defined in the pertinent Disaster Recovery Plan.

Execution of Disaster Recovery Plans and Processes - Carmry out
efforts necessary to implement a Disaster Recovery effort based on
the reguirements defined in the Disaster Recovery plan to ensure
that the DT Services meets pre-defined Agency Business
Resumption Process requirements {may include the deskicp,
telecom, and distnbuied server envircnments).

a. He-establishment of infrastructure required to support business
resurmption.

b. He-establishment of data access.

Assistance toward Development of Business Resumption Plans and

Processes

Essential Base Services:

1. Assistance to agencies foward development of their business

2.

resumption plans and processes.

Coordination of business resumption planning process with DIT
Infrastructure suppont, Agency Services and Customer as required.

Ensure that all infrastructure issues identfied in the Busziness
Resumption Process as being critical are involved in the

development process (may include the desktop, telecom, and
distributed server environments}.
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QOther Disaster Recovery Services

Essential Base Service:

All other disaster recovery and assistance toward development of
business resumption processes.

ENTERPRISE APPLICATION SERVICES

Overview

Enterprise Application Services provides application development and
support for technical applications and services impacting several agencies
and the enterprise (all agencies), including Human Resource Management
MNetwork (HRMN), DCDS, ADPICS, RSTARS, Michigan.gov, e-stores,
Vignette, and Senior Project Management.

Development and Enhancement Services

Development and enhancement services to the Human Resource
Management and Financc applications including HRMN and DCDS are
prioritized by the Civil Service Department. MAIN (ADFPICS and BRSTARS)
services are prioritized by the Office of Financial Management.

New Development projects and enhancements to enterprise or multiple
agency soluticns including Michigan.gov applications are provided upon
request by agencies.

Billing and Funding

HRMN and DCDS are funded by the Civil Service Department; MAIN is
funded by the Office of Financial Management of the DMB. Development
and enhancement services are billed based on the scope of work
requested and funding available by the requesting agency.

The hilling rate will be an hourly rate tor stafi based on expertise:

» FProject Manager

« Jr. Project Manager/Special Projects Lead
= Sr. Technical Analyst

a  Analyst/CMA Specialist

Obtaining Services

A Memorandum of Understanding idenlifying the rates, work to be
performed, responsibilities and funding source and approval will be

£3
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developed and signed by the Information Officer, the Director of Enterprise
Application Services or designee, and the Requestor for each project.

Michigan.gov

The Michigan.gov portal group provides hosting services including the
production server environment and support at a 99.9% availability, and a
iest server, licenses and support.

Development services for Michigan.gov include:

+ Development cf the DMB intranet project for which TIT has billed
and received $50,000.00

Support Services for Michiogan.qov include:

« Formal training and expertise in Vignette to all end users.

+ Technical expertise in Vignette, Surfaid and Inktomi for all technical
FESOUrces.

+ (Graphical User Interface Michigan.gov Standard support {banner
and graphics).

« OState of Michigan web application menitoring and review for
consistency in security, privacy, look and feel, usability.

+« Houline and on-request statislical reports.

« Web user interface design expertise and support of the user
interface look and feel of the portal.

« ‘ignette Application maintenance and small enhancements.

+« Maintain the contact Michigan e-mail box and either answer the o-
mails or redirect them to the agency or office that can best reply to
the query.

« Support Governors Executive Office and Communication Division
with ongoing support for the Michigan.gov home page.

Billing and Funding:

Michigan.gov Pontal charges must support entirely the cost of the
production and test hosting environmants and the support services staff.
Total estimated annual expenses for the Michigan.gov portal is
$3,646,300.

Total estimated charges for DMB for October 1, 20032, through Seplember
30, 2004, are $114 208.

DMB charges are based on the MITEC subcommittee on Internet Funding
Options Documnent dated January 27, 2004.



{btaining Services:

Enterprise  Application Services supports Michigan.gov custemers in
several different ways:

« Content Management Administrator (CMA) Training is provided on
a regular schedule or, if needed, special training can be
coordinated to ensure that agencies have personnel capable of
maintaining the agencies’ web sites with current information.
Training can he scheduled by going to
nttp:/fw3.michigan.gov/emichigan clicking on CMA and then
Training.

s Assistance on CMA problems.
+« Requests for UBL redirecis.

+ Mainfain the contact Michigan e-mail box and either answer the e-
mails or redirect them to the agency or cffice that can best reply to
the query.

For assistance and any of these items, send a GroupWise e-mail to the
Chent Service Directar.  For immediate assistance from 8:00 AM to 5:00

FM, you can page a GMA experl by calling 341-08%9 and leaving your
phong number,

Senior Project Manaqger Services:

The Senior Project Manager is responsible for the successful on-time,
within budget and scope, delivery of large ($5,000,000+), complex and
strategic State of Michigan projects. They are seasoned and experienced
project managers responsible for successful delivery along with providing
mentoring and development of Project Management as a discipling within
the State of Michigan.

The billing rate for senior project managers is $95 per hour not to exceed
20 hours per pay pericd for each assigned project manager.

Ohiaining Services:

Contact your 10
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DESKTOP SERVICES

Cverview

This section details the setvices associated with the availability of ‘ready-
to-use’ workstations, including standard or advanced workstations as well
as associated penpherals, standard software and applications.

It also covers the activities required to ensure that the workstations,

peripherals, scfiware and applications provided are properly suppored
through their entire lifecycle.

Roles and Responsibilities

Desktop Services include:

+ Availability of workstation & standard software, including standard
conhguration, software and basic office preductivity and State of
Michigan software and applications;

« Availability of non-standard scftware, in answer to specific agency,
position or in some case individual needs;

+ Model Office service, which ensures that any new application,
software or hardware is 100% compatible with existing standards &
equipment;

» Moves, Adds and Changes setvice, which deals with the
installations, moving and/cr removal of workstations and
peripherals;

= Pernpheral suppent, covers the on-site support for standard
peripheral equipment;

» Kiosk support, similar to peripheral support but tailered specifically to

the kiosks used by the agencies to provide services across the state.

Client Service Center

As its name implies, Client Service Center essentially provides a poral to
all DIT-related service areas via an Enterprise and Centralized Help Desk.

The Client Service Center covers the following:

= Single peint of contact for any form of user support: (to obtain
‘treak & fixX' support, to obtain information about DIT services, to
procure new services from DIT such as applications hosting, ete );
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e Tier 1 user support with a stated goal of resolving the malority of
support requests duning the initial call {*on the spot™;

= Tier 2 user support, when applicable, by drawing on cther DIT
services or Agency programs for final resclution of the issue.

CENTER FOR GEOGRAPHIC INFORMATION (CGI)

Overview

The Center for Gecgraphic Information {CGl} provides leadership,
technical expertise, and policy for the development, use, dissemination,
promotion and sharing of the state's gecgraphic resources. Charges for

CGl fall into two (2) categories: direct agency charges and services
charged on an hourly basis.

Services

New development projects and enhancements to enterprise or muliiple
agency soluticns are provided upen request by agencies. These services
are billed based on the scope of work requested and funding available by
the requesting agency. A Memorandum of Understanding identifying the
rates, work to be performed, responsibilities and funding scurce and
approval wili be developed and signed by the |G, the Director of the CGl,

and the requesting agency. The billing rate will be an hourly rate for staff
as follows:

Senior Staff: $75 per hour
Junior Staff: $60 per hour
Support Staff: $35 per hour

Selected Services Include:

Internet Mapping Services

Thinking and working geographically provides the advantages of using
maps for decision support. Intemet Mapping Services provide web tools
to create maps, integrate information, visualize scenarios, present
powerful idcas, and develop effective solutions. Geographic Information
Systems {GIS) on the Internet provides a much more dynamic tool than a
static map display. Web-enabled GIS delivers interactive guery
capabilities such as

= Searching for specific site locations
« Displaying and viewing multiple data sets

« Conducting gqueries for specialized analysis
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= Retrieving specialized data services

The CGI provides web-specific data development and management
services targeting cartographic design and map rendering technologies;
Internet  Mapping Application development using pre-developed
functionality or meeting new, agency-specific requirements; and IMS
hosting services that include G-IT hardware and scftware maintenance
with application versioning upgrades available.

Project Management

Geographic  Information  Technology {G-IT) encompasses an
understanding of spatial data, cariographic expertise, a specifically
targeted family of software and its supporting architecture. Since 80% of
State government information has a spatial compenent, the GGl offers
agencies its G-IT expertise for reviewing proposals containing a
geographic component and continuing project management services to
ensure successful vendor delivery of G-IT requirements.

G-IT User Support

The CGI is committed to supporting and enabling Geographic Information
software and equipment users. Both formal and informal assislance and
iraining is available for Geographic Information off-the-shelf software, G-1T
equipment such as GPS units, and user training for developed
applications.  Cartography-related services include custom mapping,
dovelopment of both standard and custom symbol sets, and standard
mapping templates and layers. CGl also provides GIS analysis services
tailered to meet agency needs or assists agencies in developing and
implementing their own GIS analysis.

Spatial Data Management

The CGI realizes the growing need for managing the ever-increasing
volume of State geographic data and offers services to develop data
standards for geospatial metadata, locational referencing (examples
include address, Public Land Survey System, linear referencing systems,
digital orthophotography, Global Positioning Systems [GPS] and other
referencing systems), and web portal standards for the Michigan
Geographic Data Library. Standards are designed fo leverage data
integration and sharing among State agencies. Assistance is available for
using, administering, and optimizing SDE ({Spatial Data Engine} for data
loading, data access, and increased performance. Maodeling and design

services provide yet another avenue to improve data access and
avaiiability.

a0



Product Development, Data Development and Data Integration

CGl provides the following services, including
1. Standard and custom map products;

2. lLarge-format printing for press conferences, court exhibits, and
presentations,;

3. Database queries and tabular report compilation that reference
geospatial data;

4. Address {and other locational data) cleansing and address
matching/geccoding services;

5. Geospatial and related data conversicon and migration;
6. Custom geographic data develogment;
¥. Heferencing system and map projection conversions; and

8. Two-way data integration botween the Michigan Geographic
Framework and various business data sources.

CGl also coordinates digital imagery acquisition and development. The
CGI administers the State's geographic information web portal including
maintenance of the Michigan Gecgraphic Data Library providing access to
several State agency-sponsored datasets.

Michigan Geographic Framework

CGl serves as administrator of the “Michigan Gecographic Framework”.
The Geographic Framework is a standardized infrastructure on which all
GlS users of 1:12,000 scale map data can build their applications. CGl
serves state, regional, county, and local government agencies, private
businesses, and the general public. CGl provides technical assistance
and consultation services to Michigan's GIS user community.

DMB is a contributing partner for FY04 and has committed $680,000.

Service Request Process
Contact your O or Eric Swanson at 517-373-7910.
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DATA CENTER OPERATIONS

Overview

Data and Application Hesting is the ability to provide mainframe/server
facilties, Operating System support, maintenance and operational
monitoring of customer data and applications.

Data and Application Hosting

Data and application hosting can be performed either in a centralized or
distributed envircnment, depending on the criticality of the data or
applications hosied:

« Centralized hesting in a 7x24x365 data center is provided for data
and those applications requiring high availability andfor a need for
disaster recovery capabilties. It can also be preferred when a
selected application resides on a mainframe or server supported by
the data center.

+ Critical backups will be maintained by DIT unless an alternate
requirement is identified by the DMB.

TELECOMMUNICATIONS

Overview

Telecommunications involves traditional voice {telephony), video, and data
network cennectivity between State of Michigan work locations.

Voice Services address all services related to telephony, from basic office
and cellular telephony to the design and deployment of elaborate
Interactive Voice Response (IVR) systems, Enhanced Call Processing
{ECP}, or Call Centers.

The breadth of Voice Services offered depends directly on the degree of
involvement that DIT has in its delivery, i.e. whether or not the delivery
facilities are managed by DiT rather than by an external service provider.

Service Levels

This translates into three (3) different levels in the breadth of Voice
Sernvices that are available o customers:

« For most central locations, or locations with a strong concentration
of State of Michigan operations {specific buildings within the
Lansing, Saginaw, Grand Rapids and Detroit areas), DIT
manages the voice instaliations and is accordingly able to offer its
full breadth of Veice Services.



= For other locations with significant population or concentration of
State of Michigan operations (specific buildings within Flint,
Jackson and Kalamazoo areas), DIT is able to offer a limited
breadth of VYoice Services.

« For all other locations, the rcle of DIT is currently limited to
negotiating agreements with service providers to deliver the
setvices on behalf of DIT.

Data network communication includes connectivity of users to State of
Michigan data sources and applications such as data center applications,
distributed applications and external pariners. The Data & Network
Connectivity Services are divided into the following services:

+ Connection of a local network to the State of Michigan “backbone
+ Remote access from locations not serviced by the backbone
« Dedicated connectivity to external strategic business partners

T



Appendix A1
Application Service Level Detail
System Name: OiMice of Retirement Services  Vision ORS

MNOTE: This Appendix is intended as a placeholder. Specifics will be negntisted as
the syslem is put inte preduction.

ElTective Date: XX/XX/XX

Cuslomer: AXXAKXX

Technology ODwner: KXNXKNN

1) Maintain Current System Sapport
a. Matntan Curremt Funcoonality I
b. Contingency Management and System Recovery i
c. Problem Resolution . oo 1
. Hloliday ProCessing ... e e I

e, Year Changes e INA
L Change Control. ... e e VT

2} Application Support Services
a Apphication Operalions e e L
b. Histoncal Recurmmg Changes e N
¢. Ad hoo Web Maimtenames ]
d. Special Drstribution of Quiput . ]
¢. Data Processing Supples |

3) Discretionary Sysiem Changues
i Support for Custamer Request |
b Technolozy ASSCSSMCI oo o |

4) (ither: System Services Specific to This System

b, Clerical SCIVICES v e |
Sl BT L ) 1 T Lo SO |

d. System End User Help Desk Suppont

1 = Included
N/ = Not Included
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System Description
The purpose of 1his System is to provide

1) Maintain Current System

The following Services arc required by DIT (o mamtan System integnty and the current
level of service:

1-a. Maintain Curreni Functionality

DIT will maintain the Systermn functens m place as of the clfectve date of this
SLA. This service ensures the correct operation of the System. DIT will notily the
custemer that a System change or System mannlenance schedules are ready Tor

implementation based upen the custames™s time frame.

Major Functional Activities:

Processing Modes:

On-line Inputs:

Processing Inpuots:

Processing OQutputs:

Reports:

Daily: {x)

Weekly: (x)
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1-h. Contingency Management and System Recovery

DIT 15 responsible for providing a backup and recovery method for this
application based on the following customer reguirements:

1-¢c. Problem Resolution

DTT will provide xx hour per day. xxx days per year abend resolution; resolution
ol data integrily problems will be communicated by DIT to the Agency if any
other deliverable will be affected.

Response lime measure:

Abends—

Report delivery—

Sysiem perlormance—

1-d. Holubay Processing

T will make changes 1o cnable the System ta continue sith cwrent Tunetions
while adjusting to the Agency hotiday work schedule.

l-e. Year Changes

Nt Included ON/L) - Any changes requested or required to the system must follow
the normal development process.

1-I. Change Control

Nut Included (NfT) - Any changes requested or required (o (he system must follow
the mormal development process.
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2} Application Support Services

Application Development and Mainienance Scrvices cover the entire application lifecyele
from a tolal cost of owncership perspective.

This service offering also addresses the opportunity evaluations necessary to decide
whether or not an apphicalion development project is warranted.

A plication Support

2-a. Application (perations
DIT wall provide System support for the current on-line and batch operahions.
Online Detail;

Batch Cycleds) Detail:

Cycle name:

Cycle deserption:

Frequency:

Special tile handline:

Muonilor Production Cycle:
Clvele name:

Cryele deseription:

Frequency:

Special hile handling:
Monitor Productiom Cycle:

Z2-h. Historical Recurring Changes

NNt Included (NATY - Any changes requested o required to the system must [ollow
the normal development process.

2-c. Ad hoc Web Maintenance
2-d. Special Distribution of Oulpul
2-e. Data Processing Supplics

N/

az
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3) Discretionary System Changes

3-a. Support for Cuslomer Reqguesd
NA
3-b. Technology Assessment

N

4} Other: System Scrvices Specific to This Svstem

4-a. Training

NAT

4-h. Clerical Services

/]

4-¢. Dala Entry Services

N/

4-d. System lind-User elp Desk Support

The inilial comtact for support of this application will be through the TIT Chent
Service Center.
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Application Service Level Detail
System Name: Conselidated Print Center

NOTE: This Appendix is intended as a placeholder. Specifics will he negidiated.
Fffective Prate: Xx/x/xx

Customer: XXXXXXX

Technology Owner: ANXXXNXX

1) Maintain Current Syslem Support
a. Maintaon Currenl Funchonaliby o, |
b. Contingency Manapement and System Recovery .
¢. Probliem Resolution. 1

d. lioliday Pracessing
S Y ear Chiangos e cveisiveessecasee e e A
f. Change Contral. e v e T

2y Application Support Services
a. Application OPERITIONS .. e cnes |
h. Historical Recurring Chimges ..o N
e, Ad hoe Web Maintenamee el
d. Special Dhstnbution of Qutput ]
c. Data Processing Supplies I

3} Diswrelionary System Changes
. Support Tor Custemer Request .o |

b. Technology ASSCSEIMCTIL e |

4) Other: System Services Specific to This System

I I T T L OO |
b eIl BTy IS oo 1
Lo I L Y T e T R [

d. System End—User Help Desk Support . 1

[ = Incliuded
M = Not Included
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System Description
The purpose of this System is to provide

1)  Maintain Current System

‘The tollowing Scrvices are required by DIT 1o maintain Sysiemn integrity and the current
level of service:

1-a. Maintain Current Functionality

DIT will maintain the System lunclions in place as of the effective date of this
SLA. This service ensures the correct operation of the System. D11 will notify the
customer thal a Sysiem change or System maintenance schedules are ready for
implementation based upoen the costomer's time [rame.

Major Funclional Activilies:

Frocessing ¥odes:

On-line Inputs:

I'rocessing Inputs:

Processing Qutputs:

Reports:

Praily: {x)

Weekly: (x)

Qi
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1-b. Contingency Management and System Recovery

1T is responsible for providine a backup and recovery method {or thas
apptication basaed on the following customer requirements:

1-c. Problem Resolulion

3T will provide xx hour per day, xax days per year abend resolulion: resolution
of data integrity problems will be commumcated by DIT o the Agency il any
other deliverable will be aficeled.

Hesponse (Une measure:

Abhends.

Repot delivery—

Syslem perlommance—

1-d. Holiday Processing

PIT wiall make changes io cnable the Syslem 1o continue with current lunctions
while adjustung 10 the Agencey hohday work schedute.

1-e. Year Changes

Mot Included (N/1Y - Any changes requested or required to the system mast Tollow
the normal development process.

1-f. Change Control

Not Included (N/1) - Any changes requested or required to the system must follow
the normil development process.
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2Y  Application Support Services

Apphcation Development and Maintenance Services cover the enlire application lifecvele
from a total cosl of ownership perspective.

This service offering also addresses the oppaortunity evaluations nccessary 1o decide
whether or not an application development project is warranted.

Apnlicalion Suppurt

2-a. Application Operations
DIT will provide System support for the cuntent on—hne and bateh operations.

Omline Detail:

Batch Cycle(s) Detail:

Cryele name:

Cyele deseriphon:
Froguency:

Special hile handhing:
Mo Producton Crele:
Cyele name:

Crycle description:
Frequency:

Special file handling:
Maonitor Production Cyele:

2-b. listorical Recurring Changes

Mot Included (NFLY - Any changes requested or vequired W the system must [ollow
the normal development process,

2-¢. Ad hoc Web Mainlenance
2-d. Special Distribution of Qutput
2-g. Data Processing Supplies

NA

A2
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3} Discretionary System Changes

3-a. Support lor Cuslomer Request

N/L
3-h. Technology Asscssment

N

4y  Other: System Services Specilic 1o This System

4-u. Training
N/

4-

1. Clerical Serviees

N/l

4-¢. Data Entry Services

N/

4-d. System End-User 1lelp Desk Support

The mitial comtact for support of this application will be through the DT Client
Service Cenler.
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Application Service Level Detail

Systemn Name: Archibus

NOTE: This Appendix is intended as a placehelder. Specifics will e negotiated.
Effective Date: XXX

Cuostomer: EXXXXXX

Technology Owner: XXXNXXX

1) Maintain Current System Support
a. Maintain Carremt Funetionality. I
b. Contingency Management and System Recovery .. I
o Problem Resolulion I
d. Hoeliday Processing I
e Y err Changmes Nl

I Change Comtral e . N

2) Application Supporl Services
. Application Operalions ... el
b. Hlistorical Recurring Changos.. e e ccemnn e cennn e NFL
o Ad koo Web Maintenance e e
d. Special Distribution of Ouipil e L
e. Data Processing Supplies e

3 Discretionary System Changes
4. Support Tor Customer Request . I

4} Other: System Services Specific (o This System

ETTE 8 0131 S P |
h. Clencal Services I
e Dk Enlry Semvices . e 1
d. System End—ser Help Desk Supporl 1

I =Tncluded
NAT = Naol Included
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System Description
The purpose of this System is 1o provide

1y Maintain Current System

The following Services are required by DIT o maintain System integnty and the current
level of service:

1-a. Maintain Carrent Functionality

IMT will maintain the System luncuons m place as of the ellective date of this
SLA. This service cnsures the correct operation of the System. TAT will notify the
customer that & System change or System manlenanee schedules are ready for
implementation based upon the customer’s time [rame.

Major Functional Activilies:

Processing Modes:

On-line Inputs:

Processing inputs:

Processing Outputs:

Reports:

Draily: (x)

Weekly: (x)
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I-h. Contingency Management and System Recovery

IMT is respensible for providing a backup and recovery method {or this
application based on the {oliowing customer requirements:

1-¢. Prablem Resolution

DIT waill provide xx hour per day. xxx days per yvear abend resolution: resalution
of data intepmty problems will be communicated by DU 1o the Asency if any
other deliverable will be affected.

Fesponse ime moasure:

Abends

Reoport delivery

System pertormance

i-d. lloliday Processing

DIT will make changes to enable the Svstem to continue with current funcuons
while adjusting 1o the Agency holiday work schedule,

1-¢. Year Changes

Mot Included (N - Any chunges requested or required to the system miust tollow
the normal development process.

1-t. Change Contral

Not Included (NfL} - Any changes reguested or requimed to the system must Tollow
the nornal development process.
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2}  Application Support Services

Application Development and Maintenance Services cover the entive applhication lileeyele
from a total cost of ownership perspective.

This service oflcring also addresses the opportunily evaluations necessary 1o decide
whether or not an applicauen development project is warranted.

Application Support

2-a. Application Operations
DT will provide System suppon for the current on—ling and batch operations.

Onling Detail:

Bateh Cycle(s) Delail:

Cycle name:

Cycle description:
Frequency:

Special file handling:
Monitor Production Cycle:

Cyele name:

Cycle descnptlion:
Freguency:

Special e handhng:
Monitor Productiom Cyele:

2-h. Historical Recurring Changes

Mot Tneluded (INA) - Any changes requested or required o the system must follow
the normal development process.

2-t, Ad hoc Web Maintenance
2-tl. Special Distribution of Output
2-¢. Data Processiog Supplics

N
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3} Discretiomary System Changes

3-a. Support for Costomer Reguest

NA

3-h. Technology Assessment

I

4) Other: System Services Specific to This Svstem

4-a. 'I'raining

N/T

4-h. Clerical Services

N/I

4-c. Data Eniry Services

NA

4-d. Systeni End—User Help Desk Support

The initial contact for support of this applicanon will be through the DIT Client
Service Cenler.

&



Application Service Level Detail

Syvstem Name: Fleot Management System (M)

Appendix A4

NOTE: This Appendix is intended a5 a placeholder. Specifics will be negotiated.

Effeclive Pate: xfxx
Customer: KXNXXNX

Technology Owner: XXXXXNX

1) Maintain Cnrrent System
i Maintain Current Functionality...

h. Contingency Management and 5}€ICIH Rcc-:wcry
<. Problem Remhllmn

U Hohiday Processing e
I Chanze Conlrol. s eeseee ]

2) Application Support Services

A APPLHCAtam OPeTalions oo o e
. lstorical Becurning Chanfes oo
. Ad hoc Web Mainienance oo

d. Special Distribution of Qutput

31 Driscretionary System Changes

. Support for Customer REQUEST ... e e e
h. Technology ASSESSTIIENT L e e e e s

4y Other: System Services Specific to This System
a. Training ...

B U leriei] Serviten o e eee e eee s sereaaneeemea e eeres e aeres e et anees

c. Data Entry Services... e
. Sywiem End- User llclpi)csk buppnr’t

| = Includded
N/l = Not Included

e 12ata Processing SUpplies ..o e e e e

................. I
L INAI

- p— p—
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Svstem Description

The pumose of this System is 1o provide

1) Maintain Current System

The following Services are required by DT w maintaim Syslemn integnty and the current
level ol service:

1-u. Mainlain Curcrent Fanetionality

DIT will maintain the System functions in place as of the cffecuve date of this
SLA. Thiz service cnsurcs the correct operation ol the System. DIT wall notily the
customer that a Svstem change or System maintenance schedules we ready for
inplementation based upon the customer's me [ame.

Major Functional Activities:

Processing Modes:

On—line Inputs:

Frocessing Ioputs:

Processing Qutputs:

Reporis:

Daily: (x)

Weekly: (x}

AL
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1-b. Contingency Managemenl and Sysiem Recovery

DIT is responsibic for providing a backup and recovery method Tor this
application based on the following customer reguitements:

1-c. Proablem Resolution

DT will provide xx hour per day, xxx days per year abend resolution; resolution
ot data integrity problems will be communicated by DI 1o the Asency if any
other dehiverable wall be alfected.

Beosponst time measume:

Abcnds

Report delivery

Swstem performincc

1-d. lloliday FProcessing

T will make changes 1o enable the System to continue with current functions
while adjusunge 1o the Azency holiday work schedule,

l1-e. Year Changes

Mot Included (NfL} - Any changes requested or required to the system must follow
the narmal development process.

1-f. Change Control

Mot Included (N/L) - Any changes requested or required o the systemt must follow
the normal development process.

31
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2) Application Support Services

Application Development and Maintenance Services cover the entire application lifceyele
fronm a lotal cost of ownership perspective.

‘This service ottering also addresses the opportunily cvaluations necessary o decide
whether or not an application development projeet 15 warranted.

Application Support

2-u. Application Opcerations
DIT wall provide System support lor the current on—line and batch operations.

Online Detail:

tfalch Cyele(s) Delail:

Cycle name:

Cycle descriprion:
Frequency:

Special file handling:
Momitor Praoductiom Cycle:

Cyele name:

Cycle desenption:
Irequency:

Special file handling:
Montor Production Cyele:

2-h. Hislorical Recorring Changes

Not Included (NS - Any changes reguested or required 1o Lhe system must Tollow
the normal development process.

2-¢. Ad hoc Web Mainlenance
2-d. Special Distribution of Quiput
2-e. Data Processing Supplies

N/
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3) Discretivnary System Changes

3-a. Support for Customer Request

N/L
3-b. Technology Assessment

N

4y Other: System Services Specilic Lo This System

4-a. Training

N

d-b. Clerical Services

N

d-¢. 1data Enley Services

NI

4-d. System End—User Help Desk Support

The mitial contact Tor support ol this application will be through the DIT Clicnt Service
Center.
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Application Service Level Detail

System Name: It is agreed that additional Appendix A documents will be
included in this SLA as they arc developed 1o mect the needs of DMB.

NOTE: This Appendix is intended as a placeholder. Specifics will be negotiated.
Lifectlive Dale: axfaxfxx

Customer: AXKXXXX

Technology Owner: XXXXXXX

1} Maintain Current System Suppori
a. Maintain Current Functionality ]
b. Contingency Muanagement and Q.n}-'HI.LJTI Reuner}r ......................... I
c. Problermm Resolunon. l
d. Hohiday Processing
S Y CA THAMECS i eessseesss e e e e e
f. Change Control.... i i e e

2} Application Sapport Services
# APPICIioN OPCrlions ..o ceees s rerees s ceres e s vesssaesas
h. isterical Recurring Changes .. eencvennes e sesnes s NY
. Ad hoe Webh Maintenidinee e e
d. Special Distribution ol Owiput e
e. Duta Processing Supplies

==

3) Discretionary System Changes
a. Support for Customer Request el
h. Technoloey Assessment |

4) Uther Svhtem Services Specific to This System
h (‘lemul Q}EF\-[LE\-
c. Data Entry Services... }
d. System End- Usr::rllr::lp i}esk ‘:uppun

I = Included
Il = Not Included
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System Description

The purpose of this System is to provide . . ...

1)  Maintain Current System

The following Services are required by DIT 1o maintain System intggrity and the current
level of service:

1-a. Maintain Corrent Functiomality

DIT will maintain the Systemn lunciions in place as of the effective date of this
SLA. This service ensures the comect operation of the System. DT will notity the
customer that a System change or Syslem maintenance schedules are ready for
implementation based vpon the customer's time frame.

Major Funclional Activities:

Processing Muodes:

On—line Inputs:

Processing Inputs:

Processing Outpuois:

Reporis:

Daily: {x)

Weekly: {x)
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1-h. Contingency Management and System Recovery

DIT 1s responsible for providing a backup and recovery method fer this
application based om the following customer requireiments:

1-¢. Problem Resolution

DIT wil provide xx hour per day, xxx days per year abend resolution:, resolution
ol data inlegrily problems will be communicated by DI ro the Agency if any
odher deliverable will he affected.

Response Lime measure:

Mbends—

Reporl delivery—

System periormance—

I-d. NHoliday Processing

P will make changes to coable the System to continue with curment funclions
while adjusting to the Agency holiday work schedule.

1-e. Year Changes

Not Included (NI} - Any changes requested or required to the system nwst follow
the nurmal development process.

1-I. Change Control

Not Included (NfT) - Any changes requesied or required to the sysiem must follow
the normal development process.
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2} Application Support Services

Application Development and Maintenance Services cover the enbire application lifecyele
from a total cost of owncership perspective.

This service offering also addresses the opportunity evaluations necessary to decide
whether or not an apphication development project is warramiad,

Application Suppaort

2-a. Application Operations

DIT wall provide System support for the current on line and batch operations.

CInline Detail:

Baich Cyele(s) Detail:

Cycle name;

Cyele description:
Freguenay:

Special Nile handling,
Momilor Production Cycle:

Cryele name:

Cycle desenption:
Frequency:

Special file hundhing:
Momitor Productiom Cyele:

2-h. Historical Recurring Changes

Not Included (NfT) - Any changes requested or required to the system must Toliow
thie normal developmenl process.

2-¢c. Ad hoc Web Maintenance
2-d. Special Distribution of (utput
2-e, Data Processing Supplics

L



Appendix A5

3} Discretionary System Changes

3-a. Support for Customer Request

N/

3-h. Technology Assessment

N{I

4)  Other: System Services Specific to This System

4-a. Training

N/

4-b. Clerical Services

N/

4-c. Data Entry Services

NI

4-d. System End—User Help Desk Support

The initial contact for support of this application will be throngh the 1217 Client Service
Center.
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Glossary of Terms

“A-

Access Privilepes

Physical and remote access 1o DI facilities and rescurces
vranied by Enterprise Security,

B

Business Resumpion Plan

(BRP)

T'he decumentation that delineates lor the Chent and DIT
the necessary procedures 1o successtully move the Chenl's
applications from a prodoction facility Lo the Disaster
Recovery Sitc.

Chanec Order

-C-

The provess of documenting a change which is i deviation
from an onmnal request for the purposes of evaluation,
approval or rejeenon, scheduling and tracking.

Chent

The term by which DT will refer to the State amencies
that IDI'T supparts. cmphasizing the long-term service
relationship.

Client Scrvice Center (CSC)

An orgamizational unit that will momage all requests for
cliems. Thay 1s the mitial point of contract for DI service
rCQUEsLs.

-D-

Diedicated Services

Those services which are wilized by a single agency.

Disaster Recovery Plan

The documentation that delineates all the roles and
responsitalinies for DTT safT, along with the steps that
musl be 1aken 1o successfully move the production
processing perfonmed at the DI managed lacilities to the
Dhsaster Recovery site.

-F-

Enlerprise Scrviees

Those services which wre ualized by mulliple agencies.

Lscalation

Cthical Hacking

Engagement ol increasingly higher fevels of Managemem
and technical resources o ensure priblem resolution.

Simululed hucki'n_g performed at the request of a Customer

| Auency. under the awthorily of Lnterprise Security.
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N-

Mormal Business Hours

| Fully statfed operational activity

Motification

A communication to Management at predetermined times
1o provide awareness of a problem ticket that has been
cntered into the automated system.

-

Service 1 evel Agreement

A document which creates a shared understanding
regarding the services provided.

Service Reguest (SR Any type of need from a chent that 15 submiited to DIT.
[or cxample, breakf[ix, applicanon support, uperades.
password resets, purchases, eic. Reguest for a change n
an cstablished process or procedure.

Starus Summary of prablem resolution activities for o given

Service Pronviders

Swyslem Avallabahily

ticket to Customers ot specific points in time.

The phase 10 a system lile eyele of the continuous
performaunce of normad daly Lasks.

Total time systom s available to agency, rmimus scheduled
downtime.




